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Welcome to country

I would like to begin by acknowledging the Kaurna people, Traditional Custodians of the land on which I speak today, and 

pay my respects to their Elders past and present.  I wish to acknowledge and respect their continuing culture and the 

contribution they make to the life of this city, and this region.

I extend that respect to Aboriginal and Torres Strait Islander peoples here today.



Intro and outline

What are we talking about?

Why are we talking about it?

Where do Auditors fit into this?

When should you get involved?



The definition problem

What is AI?

“Artificial Intelligence refers to the development of computer systems that can 

perform tasks that involve decision-making in a manner usually associated with 

human cognitive tasks.”

Smith & Urbas, 2021, Technology Law, Australian & International Perspectives



Blockchain

https://data61.csiro.au/en/O

ur-Research/Focus-

Areas/Distributed-Ledger-

Technology-Blockchain

Cross 
Domain 

Expertise

The technology is one 
part of a larger 
ecosystem.

Integrity

The challenge is to 
create data 

provenance in a 
world swimming in 

data and devices.

Privacy

Blockchains present 
opportunities and 
risks which are novel 
in information 
systems.

https://data61.csiro.au/en/Our-Research/Focus-Areas/Distributed-Ledger-Technology-Blockchain


The technical landscape

“Technology is continually evolving across several sub-disciplines such as 

biotechnology, information technology, artificial intelligence, and robotics.”

Smith & Urbas, 2021, Technology Law, Australian & International Perspectives



The digital frontier

“You have no sovereignty here where we gather… You have no moral right to rule 

us, nor do you possess any methods of enforcement we have true reason to fear.”

John Perry Barlow

Declaration of Independence for Cyberspace

1996



The internet of trust



Data61 : Preliminary Findings on 

Blockchain/DLT Projects
9 |



Australia’s regulatory landscape

Relevant initiatives

The Human Rights and Technology Final Report (2021) is the culmination of a major project on new and emerging technologies, 

including artificial intelligence.  The Report reflects the Commission’s extensive public consultation regarding the impact of new 

technologies on human rights.

On 12 December 2019, the Attorney-General announced that the Australian Government would conduct a review of the Privacy Act 

1988 to ensure privacy settings empower consumers, protect their data and best serve the Australian economy. The review was 

announced as part of the government's response to the Australian Competition and Consumer Commission's Digital 

Platforms Inquiry.

Consumer Data Right (CDR) gives you the right to share your data between service providers of your choosing. It's now active in 

banking, so you may choose to share your banking data with a prospective bank to get a better offer, or with an app to access a 

new service.

The Office of the National Data Commissioner (ONDC) is responsible for streamlining how public sector data is used and shared to:

- promote greater use of public sector data

- drive innovation and economic, social, and environmental benefits from greater use of public sector data

- build trust with the Australian community around government’s use of data

The Regulator Performance Guide for Commonwealth regulators outlines the principles of best practice that underpin the Australian 

Government's expectations of regulator performance. These principles are: Continuous improvement and building trust; Risk based 

and data driven; and Collaboration and engagement.



Neural Networks

But what is a neural network? 

Chapter 1, Deep learning

https://youtu.be/aircAruvnKk

Source: Wikimedia, 2006, An example artificial neural network with a hidden layer



Auditing challenges

Challenges for the Auditor of AI

1. Immature auditing frameworks or regulations specific to AI

2. Limited precedents for AI use cases

3. Uncertain definitions and taxonomies of AI

4. Wide variance among systems and solutions

5. Emerging nature of AI technology

6. Lack of explicit AI auditing guidance

7. Lack of starting points

8. Possibly steep learning curve for the AI auditor

9. Supplier risk created by AI outsourcing to third parties

Source: ISACA, 2018, Auditing Artificial Intelligence



IIA AI Auditing Framework



DRAFT ICO AI auditing framework



De-identification Frameworks



Blockchain



Audit success factors

Keys to successful auditing of AI

1. Adopt and adapt existing frameworks and regulations

2. Explain and communicate proactively about AI with stakeholders

3. Become informed about AI design and architecture to set proper scope

4. Focus on transparency through an iterative process 

Focus on controls and governance, not algorithms

5. Involve all stakeholders

6. Document architectural practices for cross-team transparency

Source: ISACA, 2018, Auditing Artificial Intelligence



Three lines of defence

Source: Institute of Internal Auditors



Social Licence to Operate (SLO)

Trust in the context of SLO depends on four factors.



Where to start?

Source: UK Information Commissioner’s Office 



Cyber Physical Systems (CPS)



Cyber Physical Systems

- AI solutions cannot be made ethical through the 
development of “fair” or “ethical” algorithms or 
development methodologies.

- There is no objective standard against which we 
can determine if a solution is ethical or good.

- The importance of responsible AI is due to the 
widespread emergence of automated decisioning 
networks.
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Thank you for attending.

Question time.


