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s 1S not the

~ strongest of the

~ species that

survives, nor the

most intelligent,

but the one most
responsive to

change.”

~Charles Darwin, 1809




Current State of Internal Audit

While organizations are generally aware of
the Internal Audit function...

Not aware of |A’'s capabilities and services

3%

Somewhat aware
of |A’'s capabilities
and services

51%

Very aware
of |IA’s capabilities
and services

46%

Source: Deloitte’s 2018 Global Chief Audit Executive Research Survey



Key Challenges for IA

Key challenges faced by the Internal Audit function in making an impact

3?% Missing key skills and/for talent

27 % Insufficient budget

26% Limited advisory activities performed

209 Marrow scope of assurance activities performed

Lack of visibility/authority due to position/reporting relationship

Orher

Mot sure

Source: Deloitte’s 2018 Global Chief Audit Executive Research Survey



How long to reach 50 million users?
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Changing Realities

. BIZARROCOMICS.COM |

Vo you mind if I ctrap your phone
to my forehead <o | can pretend
you're loocking at me when I talk?




This is not going to work anymore
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WHY AREWE TESTING THESE
CONTROLS IN THIS AUDIT=>
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BECAUSE | CHECKED THE AUDIT FILE
AND THIS IS WHAT WE DIB LAST YEAR
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Innovate or become irrelevant

Only 11% of Fortune 500 companies from 1955 still
exist today.

The average time that companies stay in the top 500
has fallen from 90 years in 1935 to 18 years in 2017.

65% of children currently in primary schools will grow
up to work in jobs that do not exist today.

94% of the responsibilities of accountants and
auditors will be completed by robots in 5 years time.
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Digitalisation — the new normal

= Digital journey brings heightened risks.

= Robotics and automation will have a major
impact on the future workplace and the internal

audit profession.

= We must equip ourselves with the skills to audit
these technologies as they are implemented by

t stakeholders.
out stakeholders J%{‘




Internal Audit Imperative

= Embrace the disruptive technology revolution;
become part of the strategic transformation
team.

= Get involved in your organization’s current
initiatives in the technology space.

= Understand how new technologies are
implemented in the business and the risks

they pose to the business. =
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Cyber Risk

Top 10 Risks in Australia (2018):

Rank Percent 2017 rank Trend

’ Cyber incidents (e.g. cyber crime, IT failure, data 70% 2(32%) @
breaches)

@ V2 /0

s NEW 25%

;
)
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Allianz Risk Barometer 2018:



Data Breaches

242
notifications

Notifiable Data Breaches Quarterly Statistics Report
oaic.gov.au
1 April =30 June 2018




It is easier to hack people
than hack systems !




Internal Audit — A key ally

Educate stakeholders on Cyber Risk/Threat
Broaden the perspective on Cyber Security.
Position internal audit findings at the right governance level.
Provide regular Cyber Security reporting to the stakeholders.

Advice on Cyber Security resourcing and projects.




Data Analytics

Data Analytics is @ major innovation opportunity for
Internal Audit.

Maturity in Data Analytics is low.

69% of internal audit functions either have basic or no
analytics capabilities.

If you are not using data in internal audit right now, you are
behind the game !



Data Analytics

Vev -7 Data Analytics
p;“_“1\'\'Y \', - Enabled
- Data Analytics
=" Managed

LT Data Analytics Use of data analytics
PPt Defined fully embedded
- Organisation within the internal
- Data Analytics wide approach audit activity. The

to the use of data organisation is
Clear understanding analytics, internal looking to internal
within internal audit auditors recruited audit for assurance
. Some skills within and the organisation with coding, linked to 100%
Naive the internal audit as to the value use programming skills testing in business
activity and of data analytics as a along with support critical areas
No data some value add tool can bring from IT

Aware

Data Analytics

analytics skills opportunities

Source: Chartered Institute of Internal Auditors UK - April 2017 edition



Data Analytics

Steps to consider:

Discuss with your Audit Committee Chair on why and when internal audit function
will use data analytics to get their support for investment in the area.

Assess what data is readily available in the business and start to use analytics for
unusual patterns and relationships.

Invest in ‘off the shelf’ analytics tools which are simple, cheap and easy to use.
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Examples of stable, new and redundant roles, all industries

Managing Directors and Chief Executives

General and Operations Managers*®

Software and Applications Developers and
Analysts*

Data Analysts and Scientists*

Sales and Marketing Professionals*

Sales Representatives, Wholesale and
Manufacturing, Technical and Scientific
Products

Human Resources Specialists

Financial and Investment Advisers

Database and Network Professionals

Supply Chain and Logistics Specialists

Risk Management Specialists

Information Security Analysts*

Management and Organization Analysts

Electrotechnology Engineers

Organizational Development Specialists*

Chemical Processing Plant Operators

University and Higher Education Teachers

Compliance Officers

Energy and Petroleum Engineers

Robotics Specialists and Engineers

Petroleum and Natural Gas Refining Plant
Operators

Data Analysts and Scientists*

Al and Machine Learning Specialists

General and Operations Managers*

Big Data Specialists

Digital Transformation Specialists

Sales and Marketing Professionals*

New Technology Specialists

Organizational Development Specialists*

Software and Applications Developers and
Analysts*

Information Technology Services

Process Automation Specialists

Innovation Professionals

Information Security Analysts*

Ecommerce and Social Media Specialists

User Experience and Human-Machine
Interaction Designers

Training and Development Specialists

Robotics Specialists and Engineers

People and Culture Specialists

Client Information and Customer Service
Workers*

Service and Solutions Designers

Digital Marketing and Strategy Specialists

Data Entry Clerks

Accounting, Bookkeeping and Payroll Clerks
Administrative and Executive Secretaries
Assembly and Factory Workers

Client Information and Customer Service Workers*

i j ini ion Managers
Accountants and Auditors

Material-Recording and Stock-Keeping Clerks

General and Operations Managers*

Postal Service Clerks

Financial Analysts

Cashiers and Ticket Clerks

Mechanics and Machinery Repairers

Telemarketers

Electronics and Telecommunications Installers
and Repairers

Bank Tellers and Related Clerks

Car, Van and Motorcycle Drivers

Sales and Purchasing Agents and Brokers

Door-To-Door Sales Workers, News and Street
Vendors, and Related Workers

Statistical, Finance and Insurance Clerks

Lawyers

Source: Future of Jobs Survey 2018, World Economic Forum.



The computers are coming

Probability of computerization (1 = certain)
Telemarketers

Accountants and auditors

0.94
Retail salespeople
0.92
Technical writers
0.89
Real estate sales agents
0.86
Word processors/typists
0 0.20 0.40 0.60 0.80 1

Source: The Economist/"The Future of Employment” by C. Frey/M. Obsorne (2013)



Time to Change

Predict the weather, Don’t just report it !




Future Auditor Potential

- Unrealized value

Insight
+ Align expectations e

+ Build capabilities
*» Deliver quality
* Increase value

Assurance Assurance
provider provider

Source: PwC State of the internal audit profession study

Trusted
advisor

Assurance
provider

- Providing value-added services and

- proactive strategic advice to the business
- well beyond the effective and efficient

- execution of the audit plan

- Taking a more proactive role in
- suggesting meaningful improvements
- and risk assurance

- Bringing analysis and perspective on root
- causes of issues identified in audit findings
: to help the business take corrective action

Delivering objective assurance of the
effectiveness of an organization's
internal controls



Top 5 Internal Audit skills sought

* Analytical and critical thinking (72%)
e Communication skills (57%)

e Data Mining/Analytics (49%)
 General IT knowledge (49%)

 Business acumen (43%)

Source: IIA White Paper: Succeeding as a 215t Century Internal Auditor
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The Way Forward

Stay ahead of the curve on evolving technology and the
changing regulatory environment

Sharpen technology, critical thinking and communication
skills

Develop long-term relationships with clients and other
stakeholders, based on integrity, professionalism,
objectivity and their ability to share valued insights based
on these capabilities

Look ahead and provide insights on future challenges and
opportunities
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Questions?



