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Allow me to be upfront with you

‘When I grow up I want to work in Risk Management…….’



Allow me to be upfront with you



Key Messages

1. COVID 19 and Risk Profiles

2. COVID 19 and Controls

3. COVID 19 and Risk Appetite

4. COVID 19 and the Future

5. COVID 19 and Internal Audit



COVID 19 Response in Challenging Times



COVID 19 – Rising to the Challenge
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COVID 19 – Rising to the Challenge



COVID 19 – Taking a Moment to Reflect



How did we get here?



How did we get here?

Source: World Economic Global Risk Report 2020



How did we get here?



How did we get here? – Risk Assessments



The global impact of COVID 19 is still yet to be fully comprehended, but it 
can be confidently assumed that impacts include:

 Mental Health

 Economic Stress

 Business/Organisational Adaptation

 Property

 Insurance 

 Social

COVID 19 – The Broader Impact



Key Messages

1. COVID 19 and Risk Profiles

2.

3.

4.

5.



Strategic Risks

 Strategic Risks trending to requiring more detailed reviews and risk ratings 
being adjusted higher given uncertainty.

 Inclusion of either new strategic risk or new causes for existing risks

Operational Risks

 Potentially a whole new suite of risks and major changes to existing 

Example: COVID 19 has substantially increased fraud and corruption risks.

COVID 19 Impact on Risk Profiles



Council Risk Profile – Does it get more diverse?

Source: Sutherland Shire Council Website



Risk Maturity –

Common Council Risk Observations

Lower end of the scale

Control Effectiveness –

Risk Assessments –

Risk Registers –

Little to none

Pockets of effectiveness

Capture a moment in time and not linked to the broader picture

Risk Expertise and Positioning – Can be difficult to source expertise and role may 
positioned at the incorrect level or reporting line.



Key Messages

1.

2. COVID 19 and Controls

3.

4.

5.



Pre-COVID Control Environment

Weaker Controls

 Policy and Plans

 Training 

 Tone from the top

 Manual delegations

 Prima facie controls (e.g. manual signatures)

 Perceived Integrity or loyalty of staff

Stronger Controls

 System-based Access Controls

 System- based segregation of duties 
and delegations

 System-based control enforcement (i.e. 
open document to check before approval)

 Automated Data Analytics



Pre-COVID Control Environment – Misconceptions

‘We have controls so 
they must be working’

‘Internal Audit are 
there to check the 
controls’

‘More controls = 
better risk mitigation’



Pre-COVID Control Environment – Modelling Gaps



COVID Control Environment

Objective – Rapidly mobilise remote workforce



Key Messages

1.

2.

3. COVID 19 and Risk Appetite

4.

5.



COVID 19 and Risk Appetite

Risk 
Capacity

Risk 
Tolerance

Risk 
Appetite



Risk Appetite – What next?



Risk Appetite – Example of my thinking



Risk Appetite – Example of my thinking



Risk Appetite – Example of my thinking



Key Messages

1.

2.

3.

4. COVID 19 and the Future

5.



COVID 19 and The Future - Challenges



COVID 19 and The Future - Opportunities



COVID 19 and The Future

 Addressing COVID challenges may work against some existing initiatives 
including:

 Sustainability/Environmental

 Asset Management

 Climate Change

 Critical Incident response/recovery frameworks must evolve to be tried and 
tested responses, particularly to address low likelihood/high impact events.

 Need for reflection on how the pandemic played out against risk profiles

 COVID 19 will have a knock-on effect on other risks



Key Messages

1.

2.

3.

4.

5. COVID 19 and Internal Audit



 COVID 19 is going to demonstrate many examples of LG acting outside 
standard protocols. The challenge is going to be deciphering when COVID 
practices become the new BAU

 COVID 19 is going to be used as rationale for many findings or 
recommendations, some less genuine than others.

 Seek examples of good governance in how COVID 19 has been handled (i.e. 
established structures, chains of command, detailed minutes, etc.)

 Continue to call out ineffectiveness, repeat findings, lack of action. Culture 
and behaviour are crucial organisational indicators.

COVID 19 and Internal Audit



Risk Management & Internal Audit



In Closing



Thank you for your time!


