
Session 6B
Assuring IT Security – Keeping cyber safe

Presented by

Mark Sercombe PFIIA CIA
Principal Consultant

Technology Risk



Mark Sercombe

Principal Consultant

p: +61 (0) 416 107 657

e : msercombe@technologyrisk.com.au

www.technologyrisk.com.au 

o

Assuring IT Security -
Keeping cyber safe 

IIA Local Government Internal Audit Forum
9 November 2017

2



© 2017

Emerging cyber risks04

Internal audit’s role 05

Cyber governance & 

reporting06

Discussion



© 2017

• Now : Breach Notification Scheme

• Soon : The (external) auditors are coming 

• Later : Internet of Thing(IoT)

Emerging cyber risks
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Notifiable Data Breaches
Commonwealth Privacy Act Amendment

What : may need to ‘notify any individuals
Likely  to be at risk of serious harm 
by a data breach.’

Who : commercial 3rd parties (NOT Local Government)
Holding, or with access, to your Council’s personal information

When : from 22 February 2018
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Notifiable Data Breaches

Notifiable? : “a data breach that is likely to result in serious 

harm to any of the individuals to whom the information relates.

A data breach occurs when personal information held by an 

organisation is lost or subjected to unauthorised access or 

disclosure.”

•https://www.oaic.gov.au/engage-with-us/consultations/notifiable-data-breaches/
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Notifiable Data Breaches

’Examples…include when:
 a device containing customers’ personal information is lost or stolen

 a database containing personal information is hacked

 personal information is mistakenly provided to the wrong person”

•https://www.oaic.gov.au/engage-with-us/consultations/notifiable-data-breaches/
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Notifiable Data Breaches - serious harm?

• Not defined but Act…”list(s) a number of relevant matters to assessing whether serious harm is likely, 
including the kind of information, sensitivity of the information, the security protections in place, the 
type of person or people who obtained the information and the nature of the harm…..” 

• “……..notification is more likely to be required in relation to:
 a targeted hack to obtain consumer password data,
 rather than where an encrypted list of staff names and titles was accidentally emailed to a 

director of the company.”
https://www.herbertsmithfreehills.com/latest-thinking/new-mandatory-data-breach-reporting-law-passed

• Will the ‘seriousness’ be Council’s judgement?

• More information? OAIC webinar 21 November https://t.co/7fyY791v6D

https://www.herbertsmithfreehills.com/latest-thinking/new-mandatory-data-breach-reporting-law-passed
https://t.co/7fyY791v6D
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http://www.pwc.com/sg/en/publications/assets/pwc-global-state-of-information-security-survey-2016.pdf

• Not all malicious behavior

• ‘Unwittingly’ compromised through:
• loss of mobile devices 
• targeted phishing schemes

PwC 2014 Info Sec Survey Pg 14
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‘The Insider Threat’
‘Employees remain the most cited source of compromise’
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To Limit the extent of incidents & recover data

• Restrict administrative privileges
• Patch operating systems
• Multi factor authentication
• Daily back up of important data

To Prevent Malware:
• Patch applications
• Application whitelisting
• Disable untrusted Microsoft Office macros
• User application hardening

https://www.asd.gov.au/infosec/top-mitigations/mitigations-2017-table.htm

The ‘Essential Eight’ 
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Effective Preventative Controls

- A managed access life cycle

- Not an ‘event’ but a process

- Focus on elevated privileges

New user

• Approvals ?

• Retention of documentation?

• ….

Modify access

• Impact of segregation of duties?

• Genuine business need?

• …

Periodic review of 
user access lists

• Quarterly? Annually?

• Retention of review?

• ….

Periodic review of 
unusual activity

• What is unusual or anomalous activity?

• Frequency and record of review?

• ….

Termination and 
transferred  users

• Does network access remove access? 

• Prompt removal especially for contentious departures?

• …..
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FUNCTIONS

ROLES

PROFILES

USERSAuthorisations

Delegations

1. Keep it Simple….. 
• many Functions can be attached to Roles

• …….Roles are attached to a Profile

• …….which are attached to Users

• additional access….may be applied using Authorisations & 

Delegations

2. Understand the :

• powerful profiles
• ‘SUPERUSER

• ‘ALL_ROLES

• Bypass Logins

Technology One - tips and techniques include : 
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1. Powerful profile – ‘All permissions’

1. Logging of key transactions affecting financial 

statements :

• Enabled?
• Reviewed?

Civica Authority - tips and techniques include : 
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Other? - tips and techniques in : 

https://books.google.com.au/books?id=31NYTTueqW8C
&dq=sap+isaca+3rd+edition&hl=en&sa=X&ved=0ahUKE
wiZ1OiOpJfXAhWCj5QKHZ1BBJoQ6AEIJjAA
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https://books.google.com.au/books?id=31NYTTueqW8C&dq=sap+isaca+3rd+edition&hl=en&sa=X&ved=0ahUKEwiZ1OiOpJfXAhWCj5QKHZ1BBJoQ6AEIJjAA
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https://www.isaca.org/SiteCollectionImages/Risk-Reward/2014/2014-Infographic-Global.jpg
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http://www.businessinsider.com/internet-of-things-smart-cities-2016-10/?r=AU&IR=T
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https://www.itnews.com.au/news/westfield-ditches-sms-feature-after-privacy-concerns-413991
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Heavily regulated industries have a higher

per capita data breach resolution cost.

Per compromised record cost:

• healthcare $402

• life science industry $301 

• financial services industry $264 

http://www.hipaajournal.com/ponemon-institute-publishes-2016-cost-data-breach-study-3470/

notification investigation

legal fees

& fines
remediation

compensation
opportunity 

cost

cost drivers

Is it just our reputations at risk? 
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• High level of awareness

• Increasing expectations of assurance

• Readily available guidance

• Broad governance issues

• Perception of technical skills required

• Overly focused on IT controls

• Abundance of inconsistent frameworks and 
guidance
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Internal audit’s role
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https://xkcd.com/927/



© 2017https://www.finance.nsw.gov.au/ict/priorities/managing-information-better-services/information-security

A Framework to consider :

• 5 ‘Core’ Requirements

• 11  ‘Minimum Controls’
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1. Recognised as an evolving area

2. Consider :

• Gap Analysis against a framework 

• Set out Management’s role

• Use Plain English

Advanced environments may include:

• Incident Reporting

• Maturity Models

• Internal Audit acts as assurer   

28

Cyber governance & 

reporting
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