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Do you know where your data is?
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Understanding what data you have and
m where it is located

Data Governance — Defining policies,
02 procedures and accountabilities for data
across the organisation

Data Quality — Understanding the importance
08 of data quality

Protecting data — Complying with data
04 security and privacy requirements
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How important is data to you?

1. Data forms the basis of decisions and process optimisation throughout the organisation
2. Decisions are based on data throughout the organisation

3. Some, but not all, departments make decisions based on data
4. We somewhat rely on data, but most decisions are based on gut feel of decision makers
5. Sorry, data does not play any role in the organisation
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Enabling data as an asset requires a shift in both mindset and approach. The hardest part is often knowing where
to start.

Data is an asset
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AS anasset, we must.
Keep it safe Keep it organised Use it appropriately Unlock its value
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What does Data governance mean to you?

1. Building a set of policies that govern the organisation around data
2. Building a framework of people and processes that have responsibilities around data
3. Understanding the quality of data and ensuring data usage follows defined rules
4. Ensuring data is secure and the access to all data is regulated
5. All of the above
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A data governance framework has a clear strategy that is supported by an effective organisation and facilitated by the
correct disciplines and tools

Data Governance
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What Data Governance mistakes do you feel organisations are making?

1. Looking for the right tool

2. Tick-boxing for compliance

3. Struggling to embed framework
4. Attempting too much at once!
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What does a successiul data governan. i Al

In tangible terms, although effective data
governance structures can take different forms,
some common elements are shared:

A tie to the overall business strategy

Shared business / IT ownership

Linkage with other enterprise and IT process and
governance structures

A focus across data, with an emphasis on how the
organisation uses data to drive innovation, continuous
Improvement, and/or effective decision making

> Executive Sponsors

> Data Governance
Council (e.g: Data
Governance Lead)

Steering Committee

Working Groups (e.g: Data
Analysts, Data Management
Team)

Data Stewards

> Data Owners

DATA USERS



The Threa Lines of Defence in Ffective [

Internal Audit, as the third line of defence
around data management, Is responsible for
validating the work of the first and second
lines of defence by implementing an
Independent program that evaluates integrity
and accuracy of data management
Processes.

Governing Body
Accountability to stakeholders for organisational oversight

Governing body roles integrity, leadership and transparency

I Internal Audit
Actions (including managing risk) to achieve

2 2 Independent assurance
organisational objectives

First line roles Second line roles Third line roles
Provision of Expertise, support, Independent and objective
products/services to monitoring and assurance and advice on all

clients; managing challenge on risk-related matters related to the
risk matters achievement of objectives

Key? Accountability, reporting

v Delegation, direction, resources, oversight

= Alignment, communication, co-ordination, collaboration

SI9PINOId 9dUeINSSY |euialxy




20l Juestion

What is the top reason for maintaining data quality?

1. Increased efficiency

2. Cost Savings

3. Brand reputation

4. Informed decision making
5. All of the above
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Wit exactly s Data Qualty Govermance? ===

/ Ensure the use of Responsibility for corporate
O comprehensible, complete, data and data-related
O correct, explicit, reliable and processes based on
high-quality data for authoritative principles, roles
management decision-making (0 IV  and tasks Duration

A continuous process for the
improvement of Data Quality
and data usability

WhY IS ITImportant?

Risk management Operational efficiency IT efficiency
Improve risk Improve efficiency In Improve efficiency In
management and business operations IT operations by
flexibility to adapt to the simplifying the data
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As a part of the Quality Assurance function within an organisation, the internal audit program must look at the design and operating
effectiveness of the data quality processes. A well defined data quality framework plays an important role in producing high quality
data as a firm-wide activity with shared accountability across the three lines of defence.

Ownership & Decision Making Protocols I~ DQ Literacy & Certification

w Critical Data, Prioritization & Quality
Requirements

_é Data profiling Q Detective Analysis - Predictive Analysis

Integrate with Control Frameworks

A Issue Management

Data Attestation

71  Tooling & Dashboarding




20l Juestion

Why is data security important to every business?

1. Avoiding security breaches

2. Ensuring business continuity

3. Meeting compliance requirements
4. All of the above
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Why is data privacy important?

Compliance to Ethical decision
privacy and making and trust

regulatory
requirements

Damage mitigation

Effective data security policies and procedures ensure that the right people can use and update data in the
right way, by complying with the regulatory, privacy, confidentiality and retention requirements.
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SECUty?

& A defined data security policy based on regulatory and internal requirements

& Defined standards on data encryption, data transmission, remote access and password standards
& (Classification of information confidentiality

& Defined process to request, track and approve initial authorisations and subsequent changes

® [Cstablished mechanism to grant access to databases (such as group memberships)

& \/onitoring of user authentication and access behaviour
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